Queensland Government

Managing health and safety risk guideline

This guideline outlines the process to assess health, safety and wellbeing (HSW) risks in the
Department of Education (the department) workplaces including schools. It should be read in

conjunction with the HSW risk assessment template instructions.

Which tool do | use?

The department has a suite of specific risk assessment tools to be used for particular tasks or

situations:

o Where a specific risk assessment tool exists for a situation (the Risk assessment tools
index located on the OnePortal HSWMS page helps you identify these), the specified

assessment tool and procedure/guidance information is to be followed.
For example:

o to assess and manage the risks of curriculum activities refer to the Managing risks

in school curriculum activities procedure and related guidelines

o to assess and manage the risks from plant, machinery and equipment use the

Plant and Equipment Risk Assessment (P&ERA) process

 When a specific risk assessment tool is not specified/mandated or if it is unsuitable/

inadequate for the situation, the HS\W risk assessment template is to be used following

the process presented in this factsheet. A site-specific risk assessment system or tool

may also be used if it follows the same steps.

The HSW risk assessment process

Assessments must include persons who are involved in/have knowledge of the activity or situation
being assessed, along with any necessary subject matter experts, and relevant Health and Safety

Representatives (HSRs).
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The HSW
risk assessment

process follows 7 steps:
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Figure 1 7 steps of risk assessment

The detail of each step is listed below and Appendix 2 provides a one-page summary graphic and

Appendix 3 a completed risk assessment example.

1.Establish the context

The people undertaking the risk assessment (risk assessors) and the person responsible for the

risk (risk owner) should ask questions such as:
e Exactly what is being assessed?

o Who is involved (consider experience, competency, level of authority, conflicts of interest,

medical condition)?
o What are the environmental factors (location, terrain, conditions, time periods)?

o What interactions are occurring (people, psychosocial impacts, equipment, materials,

chemicals)?

e What constraints or rules may apply (legislative, manufacturers, and departmental
procedures)?

HSW risk assessment template

In rows 1-3, list the date, risk assessment number, workplace, the specific area/space,

the situation/activity being assessed, and any scope matters (limitations/restrictions).
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Completed template: Example - General

Situation: Risks arising from teacher Jo Smith having to use a leg scooter due to foot injury;
Medical advice is that the individual is able to return to work using the scooter. They have no

available leave remaining so do not wish to take leave.

Scope: Only applies to teachers’ staff room and classroom 123, only required for next 6 weeks,

scooter will be used at all times (medical requirement).

2.ldentify the hazards

Hazards are those things or situations that have the potential to cause harm.

Some are common and easily identifiable, such as using cutting elements on machinery, falling

from heights, and infectious diseases.

Other hazards may be harder to identify, for example:

Psychosocial hazards e.g. poor support, poor organisational justice, low job control.
Interpersonal and behavioural risks such as inappropriate comments, exclusion, sexual
harassment or other forms of sex- or gender-based harassment, which may not always
be openly reported but can have serious psychosocial impacts (see the Managing the

risk of psychosocial hazards at work: Code of practice 2022). For these hazards the use

of metrics (e.g. workers compensation, incidents or grievance data, leave and EAP
usage data), and data sources (surveys, focus groups) will play a key role in identifying

hazards and risks

New or Changed process e.g. activities done in a new or unusual way e.g. with younger

participants, with large groups, in unfamiliar settings, or for the first time.

There are many ways to identify hazards, keeping in mind a better outcome is achieved if multiple

people are involved and a structured approach is taken. Examples of how to do this include:

thinking about the work you do and the possible causes of harm
undertaking workplace inspections

using a specific hazard identification tool (see the Risk assessment tools index located
on the OnePortal HSWMS page)

reviewing guidance material and checklists on the Hazard and risk webpage
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e reviewing incident data and any risk registers that may apply

e considering each of the 10 HSW hazard group categories listed in the risk assessment

template as a prompt.

HSW risk assessment template

List each hazard in column C in a separate row. The hazard should be described in

terms of what it is, and how the risk can arise (cause and effect) — column D.

Completed template: Example - General

1. The small step at the classroom door (hazard)may result in the risk of a trip or slip (risk
cause) causing a strain or fall injury (effect).
2. The ramp incline to the classroom is steep and may result in undue strain to person

scooting up.

3. Classroom is very cluttered, restricting access to some areas and may result in
collisions and impact the teacher’s ability to control the class, teaching outcomes and

teachers’ stress/anxiety levels.

3.Assess the level of inherent risk

The inherent risk is identified as if no controls at all were in place, and it indicates the potential
seriousness of the risk. This helps prioritise risk management and the level and robustness of

controls needed.
Risk is assessed by considering consequence and likelihood.

Firstly, to identify the consequence consider what is the maximum reasonable harm that could
occur (this is not necessarily the worst outcome). The current departmental risk matrix provides
categories of physical consequences but note that the impacts of psychosocial hazards can be
specific to an individual and include fatigue, anxiety, stress, post-traumatic stress, depression and

suicide along with some physical disorders such as musculoskeletal or cardiovascular disorders.
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Consequence

Description of consequence

1. Insignificant

No treatment required

Minor injury requiring first aid treatment (e.g. minor cuts and bruises,

2. Minor
bumps)

3. Moderate Injury requiring medical treatment or lost time

4. Major Serio.us.inju.ry (injuries) requiring specialist medical treatment or
hospitalisation

5. Critical Loss of life, permanent disability or multiple serious injuries

Secondly, consider the likelihood of the consequence arising from the incident (not just the

likelihood of the incident occurring) i.e. How likely is it that a ‘major’ incident will occur?

Many factors will influence the likelihood and consequence if an incident were to occur such as

the:

¢ frequency, duration and severity of exposure to a hazard e.g. UV rays from the sun,

chemicals, psychosocial hazards such as bullying

e note that for psychosocial hazards where individuals’ tolerance/resilience may vary

around individual factors such as age, sex, race, work experience and communication

skills the severity/duration and exposure may result in different impacts

e psychosocial hazards can also be interrelated and have a compounding effect

e speed, shape and mass of objects and their likely interactions e.g. fast-moving vehicles

¢ the nature of the hazard (hot/cold, sharp/blunt, heavy/light etc)

e knowledge and experience of those undertaking the activity

e the behaviour of the people involved (including fatigue and stress).
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Likelihood Description of likelihood of determined consequence

1. Rare Will only occur in exceptional circumstances

SNUnlikely Not likely to occur within the foreseeable future, or within the project

lifecycle

3. Possible May occur within the foreseeable future, or within the project lifecycle

4. Likely Likely to occur within the foreseeable future, or within the project lifecycle
. Almost certain to occur within the foreseeable future, or within the project

5. Almost certain lifecycle

Risk assessors must consider things as widely as possible (not just their own experience) taking a

conservative approach even if that results in a higher consequence/likelihood and risk level.

Lastly the Risk matrix (listed below) is used to map the consequence against the likelihood to

arrive at the inherent risk level for the activity.

Risk matrix
Consequence
Likelihood
Insignificant Minor Moderate Critical
Almost Medium Medium High
certain
Likely Low Medium High
Possible Low Medium Medium High High
Unlikely Low Low Medium Medium High
Rare Low Low Low Low Medium

HSW risk assessment template

and the risk level cell will automatically populate.

Use the drop-down menu in columns E&F to select the likelihood and consequence
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Completed template: Example - General

A ‘moderate’ consequence and ‘likely’ likelihood produce an inherent risk level of high for two of

the hazards and a ‘minor’ and ‘likely’ provides for a medium risk level for the third.

4 .Control the risk

Control measures eliminate or lower the level of risk by eliminating or minimising the exposure

(consequence and/ or likelihood) of an incident occurring.

The department is required to do what is reasonably practicable to eliminate or minimise the risk
of harm, considering what is reasonably able to be done to ensure health and safety, considering

and weighing up all relevant matters.

If eliminating the risk isn’t possible, work down through the hierarchy of controls (see Appendix
1) to minimise the risks.

If you cannot eliminate the risk;
e can you substitute the hazard?
e |f you can’t substitute;
e can you isolate the hazard?
¢ If you can't isolate, can you engineer/redesign?
and so on until you consider all control types.
When planning controls consider that:
¢ typically, controls are more effective when used in combination to minimise risk

¢ higher level controls that remove the hazard or minimise the exposure are more effective
that those that rely on human behaviour (e.g. physically preventing a hazard from being

touched is more effective than warning signs or training alone)

o if only lower-level controls are planned, the reasons for this are to be adequately justified

in the risk assessment tool

¢ interim controls maybe needed while longer-term higher-level controls are developed and

implemented
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both preventative controls (i.e. to prevent the harm from occurring such as a guard or
barrier) and mitigating controls (i.e. to limit the level of harm such as first aid, emergency

response plans) can be used

good job design is a key control for many psychosocial hazards - consider how work can
be planned, managed, resourced to reduce the level of risk (remember job design should

aim to eliminate exposure to hazards wherever possible)

for interpersonal and psychosocial risks, controls may include awareness training, clear
behavioural expectations, ensuring safe and respectful work environments, and providing

clear and confidential pathways for reporting inappropriate behaviour

when considering controls for psychosocial risks and sexual harassment risks regard
must be had to the matters listed in Work Health and Safety Requlation 2011 s55C-D and
s55F- G.

responsibility for implementing and maintaining controls needs to be clear to ensure their

ongoing effectiveness.

See Appendix 1 for more information on the hierarchy of controls, control types, critical controls and

where to find controls.

Note: Control measures can only be considered as controls once they are in place. Once control

measures are implemented, they should be monitored/ reviewed to ensure they remain effective in

reducing or removing the risk of harm. For instance:

a procedure or aspects of a procedure cannot be considered as an adequate control if it

is routinely not used, misused, or is unknown by intended users

a guard would not be an effective control unless it was engineered correctly, installed

correctly and is not able to be by-passed

always review controls that rely on human behaviour (if these can be or are routinely

bypassed - alternative measures/higher level controls should be considered).

HSW risk assessment template

List the planned controls in column H for each hazard.

Completed template: Example - General
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Provide a small ramp over the step (engineering)

Colour step and install signs (administration)

Provide third party support each time the ramp is used (elimination/substitution)

Declutter room and provide appropriate access ways (engineering/redesign)

Temporarily move key items to one area of room so teacher only needs to go to one place

(engineering/redesign)

5.Assess the current (residual) risk

After the controls for each hazard are planned the risk level needs to be reassessed using the risk

matrix process (as outlined in Step 3 above). This will provide the current risk level.
In assessing the current risk consider:
e Results of consultation with workers
e Are sufficient controls in place?
o How effective are these controls and are they likely to fail or be by passed?

e Do controls introduce other risks?

e Will the potential consequence decrease in severity after controls are in place? (it often

may not but the control can still be useful)

e Has the likelihood of the consequence been reduced?

HSW risk assessment template

Use the drop-down menu in columns I&J to selection the likelihood and

consequence and the risk level cell will automatically populate.

Completed template: Example - General

By introducing an engineering and administrative control likelihood of harm from the step
hazard can be reduced (to unlikely) but consequence remains the same (at moderate).

The risk associated with the ramp incline (hazard) has been essentially eliminated for Jo
Smith (as she will have assistance). The risk for the able-bodied support person (assisting
Jo Smith up the ramp) has been assessed as minimal and no additional controls for this

person are considered necessary.
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6.Evaluate the risk (by accepting the risk level or taking further
action)

Once the current risk (with controls in place) has been assessed, determine whether the risk level is
acceptable in terms of the department’s risk appetite and the regulatory requirements have been met
(i.e. risk is eliminated or minimised as far as reasonably practical). Reasonably practicable means
that which is, or was at a particular time, reasonably able to be done in relation to ensuring health and

safety, considering and weighing up all relevant matters.

Relevant procedures, guide or assessment template will identify what further actions and controls may
be required, based on the identified current risk level. If no action is listed in the specific document or

if the HSW risk assessment template is used, then the following actions are required:

Risk levels and actions

Assessed current . .
) Required actions
risk level
Low Undertake the activity with the existing controls in place.
- Verify controls are effective, consider if additional controls may be needed
edium
particularly if the inherent risk is extreme or high
Seek alternative options and additional controls. Additional controls to
e reduce the risk must be in place before the activity is undertaken unless it
i
. is not practical or possible to do so. Only proceed at this risk level if higher
authority signoff is obtained.

Do not undertake the activity or situation. Alternatives to doing the activity
must be fully considered. Subject Matter Experts should be consulted, and
additional higher level control measures will need to be implemented to

lower the risk level to ensure safety along with a higher level of signoff.

If additional controls are needed, they should be recorded in the template with a date and
responsible person (risk owner). This may include interim actions while longer term actions are

being arranged.

The completed risk assessment template must list the people involved in doing the risk

assessment (risk assessors) and be signed off/authorised by the risk approver (as indicated in
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the assessment template or guidelines or, if none indicated, by an authorised

supervisor/manager).

o The risk approver may vary depending on the assessed risk level i.e. a high-risk level

may require signoff by a person at a higher level in the organisation e.g. principal.

e The risk approver is confirming and approving that the risk assessment process has been
followed, is appropriate and all actions have been undertaken as required for the

identified risk level.

The completed and authorised assessment then needs to be stored and retained in accordance

with the specific procedure or requirements, or otherwise in Content Manager or OneSchool.

HSW risk assessment template

Use drop-down menu to answer Y/N — add any additional controls required or

comments. Complete the risk assessment team and risk approver details.

Completed template: Example - General

No further action from above needed due to the determined inherent and current risk levels.
Comment made that eliminating the ramp slope and tight corner hazard by redesigning the
ramp completely was not considered reasonable or necessary due to the lower level of risk

and short-term nature of the risk.

7.Monitor and review

The effectiveness of the control measures must be monitored during the activity and reviewed at
an appropriate period (equal to the risk) after the activity is completed e.g. Are maintenance
regimes in place, followed and effective? Has all training been conducted as required? Are
administrative controls (procedures) being followed and effective? Is it appropriate to develop a
Safe Operating Procedure (SOP) from the risk assessment to practically manage the risk of a
task /activity?

This step of the risk assessment process is often overlooked but is particularly important where
new hazards were identified, where things have changed or if the existing controls have been

shown to be inadequate (e.g. if there was an incident that caused an injury, or even a near miss).

The department has a range of inspection checklists (see tab in the Risk assessment fools index

located on the OnePortal HSWMS page ) to review controls.
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It is important during the review to include/consult with those impacted by the risk. Information
recorded in review will be helpful to improve the risk management of the activity next time it is

conducted.

HSW risk assessment template

In row 30 and beyond, state the measures taken to review and monitor including any

additional actions needed.

Completed template: Example - General

Reviewed by approver after 2 weeks. Note that the review found support person was not always

available so adjusting duty roster to allow support person and Jo Smith time to safely navigate

to/from classroom by reducing time pressure.

Important links

e HSW risk assessment template

¢ Health Safety Wellbeing management system plan (located on the OnePortal HSWMS
page)

e Health Safety Wellbeing management system leadership manual (located on the
OnePortal HSWMS page)

e Risk assessment tools index (located on the OnePortal HSWMS page)

e Creating Healthier Workplaces website: risk management

Related Department Procedures

e Managing risks in school curriculum activities procedure

¢ Managing manual tasks procedure

e And others at Workplace Health, Safety and Wellbeing current procedures

Workplace Health and Safety

e How to manage work health and safety risks: Code of practice 2021

e Managing the risk of psychosocial hazards at work: Code of practice 2022
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For support with risk assessment contact relevant staff, such as
your:
¢ Health and safety advisor (HSA)

¢ Health and safety representative (HSR)

e Regional senior health and safety consultant.
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Appendix 1 — Controls

Hierarchy of Controls

Most
effective
(High

level)

Least
effective
(Low

level)

Elimination
Remove the hazard
completely from the

workplace or activity.

Substitution
Replace a hazard with a

less dangerous one.

Isolation
Separate people from the

source of the hazard.

Engineering (redesign)
Changing a machine or
work process to make it

safer.

Administration
Putting rules, signage or

training in place.

Personal Protective
Equipment (PPE)
Protective clothing and
equipment — last line of

defence.

Fill in a hole to eliminate a trip hazard.

Use IT systems to prevent access to potentially
traumatic online material or content.

Contract tasks out to experts with specialist
equipment and training.
Use a less hazardous chemical that still achieves

the desired result.

Choose an alternative excursion site.

Erect safety barriers around a hazard.

Use a fume cupboard when working with volatile /
dangerous chemicals.

Raise a bench to reduce bending.

Add guards to a machine.

For psychosocial hazards, match work allocation
with resourcing and exposure.

School protocols for bus travel.

Signage, use of paint to highlight trip hazards.

Train workers and supervisors to recognise early
signs of potential psychosocial harm, including
issues such as bullying, sexual harassment,
occupational violence, and aggression.

Implement a Sexual Harassment Prevention Plan.

Wearing gloves, hats, aprons, hearing protection.

Figure 1 Hierarchy of controls
(see s36 WHS regulation and s4.1 WHSQ How to manage work health and safety risks code of practice 2021)
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Try to eliminate the risk first. If it is not reasonably practical to do so, then minimise the risk with
substitution controls, isolation controls, engineering (redesign) controls, administration controls and

PPE controls.

Preventative and mitigating controls

Controls are of two principal types in how they operate. Preventive controls (e.g. a guard) which are
designed to stop an undesired event occurring through exposure to the hazard and mitigating
controls (e.g. first aid) which look to eliminate or reduce the consequence of the event if it does

occur. Both types of controls should be considered.

Key/Critical controls

Some controls are vastly superior to others. A key or critical control is one that will have the
greatest effect in eliminating or minimising the event or its consequences. Identifying these and
ensuring they are in place and effective is a simple way of improving safety. Critical controls should

be highlighted and discussed during the risk assessment process.

Specialised controls

Some specialised controls may include:

o Safe Operating Procedures are in place for Industrial Technology and Design plant and
equipment and identify basic hazards and controls and steps to be followed to operate the

equipment safely.

Where to find controls

Risk assessors and risk owners can find potential controls from risk registers and from the Risk

assessment tools index located on the OnePortal HSWMS page, under the workplace inspections

heading. Other sources of information that could be used include codes of practice, industry

information and manufacturers and supplier’s instructions and guidance.
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Appendix 2 Summary of HSW risk assessment steps
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Identify the
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Assess the
inherent risk
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What are their
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What are the
boundaries of
the physical area
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requirements?

TIIvemel ]
prioritise which
risks to focus on
first and the
level of attention
needed.

* Use the

\

specialised risk
assessment
tools and
guidelines.

e o s AR

Control the risk
(consider
current
controls)

Who is involved?
What are their
capabilities?

What are the
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Risk Management

Assess the
current
(residual) risk

* Who is involved?

* What are their
capabilities?

* What are the
boundaries of
the physical area
or people group?

relevant parties
and use subject
matter experts.

* Risks must be
eliminated or if
not reasonably
able to do so
minimised to as
low as
reasonably
practicable
(ALARP)
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Evaluate the
risk (accept or
take further
action)
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What are their
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boundaries of
the physical area
or people group?

Are there
specialised
legislative or
departmental
requirements?
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Monitor and
review

* Who is involved?

* What are their
capabilities?

* What are the
boundaries of
the physical area
or people group?

* Are there
specialised
legislative or
departmental
requirements?

e e e e e o o (o S B et P o U o T e
oo s o s o i e s U

/
-

: __am
‘e Undertake
regular, on-going
assurance,
inspection and
verification
processes such
as checklists.

N

* Have regular
review and
consultation
processes (e.g.
HSW
Committees)
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Managing health and safety risk guideline

Appendix 3 HSW risk assessment template example

ABC State School Wavell Heights

Teachers staff

ssroom 123

e

N

Risks arising from teacher Jo S

nly applies to areas listed above, only required for next 6 weeks, scooter must be used at a

having to use a leg scooter due to times
foot injury
ep p ep 6
ep age e d ara e D O O a pt o a e
ptab
#
Small step at the isk of a trip or slip causing a strain or fa A’ Provide a small ramj
classroom door jury Moderate Likely High Colour step and install signs (administration) Moderate | Unlikel " v
\ 4
p incline Undue strain to person scooting up and Provide third party support each time the ramp is e: redesign of ramp
i iminati itutic ignifican i i i
class: i steep |potentially not able to get up Moderate Likely H used (elimination/substitution) g Rare conlsidered b‘ut is nota vna?le
and has a tight \ t option for this short term ris,
corner I —
Classroom very Access to all areas may be restricted or Declutter room and provide appropriate access ways
cluttered with heavy |result in collisions with objects (engineering/redesign)
N Minor Likely [ Medium . B Minor | Unlikely
and large objects ' Temporarily move key items to one area of room so
nly needs to go to one place
Da -
ppro
op P ed a O O a e
Name: Mr Approver
Jo Smith Teacher 30/06/2024 Position: Head of Department /
Jol Business Manager Signature:
€ 30/06/2024 €
A R — s

Ster 7: Monitor and review

Date of review Reviewer title

action

Are controls effective?

Yes normally but see additional

Additional actions/controls proposed/added

roster needed for third party support to ensure
someone is always available to assist Jo Smiths
the ramp - HSA to put in place by 18,

Version 3 — December 2025

STEPS

1. Clearly describe the situation/activity
being assessed.

1b. The scope clarifies the limits and
restrictions of the situation/activity.

2. List each hazard on a separate row.

2b. Describe the risk in terms of what
could happen (harm) and why (cause).

3. Enter the max. harm consequence
that could reasonably occur (not just
the worst outcome) with no controls
(inherent risk).

3b. Enter the likelihood of the chosen
consequence occurring.

Enter the controls to reduce the risk
against each hazard.

Enter the consequence and likelihood
with controls (current risk).

6. Has the risk been eliminated or
minimised as far as reasonably

practical?

6b. Add additional controls if N and add
comments around control decisions.

6c. Add all the assessment team details
and the risk approver details and
signature.

7.Review risk and controls at an
appropriate period and add any
additional actions/controls as required.

Risk Management
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